Personal Data Protection Notice
1.

Introduction
We are committed to protect your rights under the Personal Data Protection Act 2010 (“PDPA”). This
Personal Data Protection Notice (“Notice”) applies to Bank Muamalat Malaysia Berhad (which includes all
its subsidiaries and related corporations (collectively referred to as “BMMB”)).
The Notice outlines how BMMB collects, uses, maintains and discloses your personal data in respect of
commercial transactions and how BMMB safeguards the personal data.
Please read this Notice carefully before providing any personal data to us.
You are providing us with personal data by requesting information or applying for our product and services
or when you enter into any commercial transactions with BMMB. By doing so, you are indicating to us that
you accept these terms and conditions and consent to use your personal information by BMMB.
We will only use your sensitive personal data to provide the service(s) you signed up for. If we collect, use,
maintain or disclose your sensitive personal data, we will ask for your explicit consent.

2.

What personal data do we collect from you?
Personal data refers to any information that relates directly or indirectly to an individual, who is identified or
identifiable from that information or from that and other information in the possession of BMMB, including
any sensitive personal data and expression of opinion, video recordings for security reasons and audio
recordings about the individual.
The personal data we collect include and may not be limited to:
 Your identification details, such as, name, age, occupation, marital status, place of birth, identification
number (“NRIC”) or passport number, photograph or closed circuit television (“CCTV”) recording.
 Your contact details, such as, address (residential, office or billing), e-mail or telephone number local or
abroad.
 Your employment details, such as, your employment history, designation, income range, previous
department or your supervisors contact.
 Information on financial standing and creditworthiness, such as, your assets, income, and financial
information (i.e. tax particular, credit history, transaction history and debt).
 Personal data of other individuals including that of your directors, shareholders, employees, guarantors,
spouse or dependents and associates.
 Other personal data which may be required for us to process your transaction with us, when you use our
facilities or visit our premises / websites.
We will clearly indicate to you when the personal data requested is mandatory. If you choose not to provide
us with any required mandatory personal data or withdraw your consent for us to process the same, we will
be entitled to cease provision of the relevant products or services without us incurring any liability to you
(notwithstanding any agreement between you and BMMB).
Other than Mandatory disclosure of personal data, if you do not provide us with non mandatory personal
data, you can still sign up for our product and services depending on type of products and services.

3.

Why do we collect your personal data?
Your personal data may be used or process, amongst others, for the following purposes:
 To process any transaction, enquiry or any other communication, as well as, to response to your queries
and complaints and to resolve disputes.
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 To evaluate any appointment, reappointment or engagement of members of any committee within
BMMB.
 To verify your creditworthiness and financial background as part of credit checking and rating for your
application of any products and services.
 To evaluate your financial needs, to improve / to develop new products / services.
 For the purpose of investigation in order to prevent fraud and detect crime.
 For any internal reporting or risk analysis purposes, for example, risk analysis for oversight function and
reporting to the management and board.
 To enforce our legal or contractual rights, including recover debt owing by you to us.
 To provide you with information on marketing campaigns that we or our business partners believe would
be of interest to you.
 For security reason when personal data collected using close circuit security surveillance cameras.
 To comply with any requirement of law, order of any court or tribunal or any direction from the
Government or any statutory authority.
We may also collect / share your personal data with other entities within BMMB, agents or strategic partners
with whom we have a relationship for specific product, services or projects.
4.

How do we collect your personal data?
Your personal data may be collected when you:
 Transact with us for any products, services or under any agreement including those register at any
BMMB websites.
 Use our facilities or visit our premises through various methods, such as, e-mails, telephone calls or
forms.
 Communicate with us by telephone, e-mail, and correspondence, facsimile or in person.
 Participate in our customer surveys, sign up for any contests or promotions.
 Access our website (for example, through the use of "cookies").
Personal data can also be collected from third parties include:
 Sources in the financial services industry, for example, any bureaus or agencies under Bank Negara
Malaysia, Securities Commission Malaysia or other regulatory authorities, the Association of Islamic
Banks Malaysia, any registered credit reporting agencies or other financial institutions.
 Third party service providers, for example, private employment, debt collection agencies or entities
providing credit or background verification services.
 When we transact or contract with a corporate entity, that corporate entity may provide your personal
data in connection with the transaction or agreement, for example, you may be a director, shareholder or
employee of that corporate entity.
 From video and audio recording.
Personal data can also be collected from websites:
 When you visit BMMB websites, your IP Address is automatically logged in our server. We may use the
IP Address to help diagnose problem and to administer our websites. We do not link your IP address to
anything that can enable us to identify you unless it is required by law and regulation.
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 When you visit our website, we may use cookies in some of our pages to store visitor’s preferences and
record session information. The information may be collect to ensure greatest service level for our
customers.
5.

Who does BMMB disclose your personal data to?
We strive to provide you with effective products and services and we will hold your data with us in
confidential manners. We may in certain circumstances share your personal data with third parties (in or
outside Malaysia).
 If our products or services are provided in collaboration with certain third parties, we may need to
disclose your personal data to them. These third parties may include other financial institutions, service
providers or electronic fund transfer facilitators.
 Third parties in the ordinary course of our business, for example, third party financial institutions,
insurers / takaful operators, credit card companies, securities and investment services providers,
trustees, custodians, industry / financial related associations.
 Third parties to whom we are obligated to make disclosure under the requirements of any law, by order
of court or any tribunal or as required by the Government or any statutory authority, for example, Bank
Negara Malaysia, Securities Commission Malaysia and Bursa Malaysia. This may also include third
parties entities appointed by such statutory authorities.
 Third parties who have been engaged by us to perform our business functions or to enforce our legal or
contractual rights, for example, any agent, contractor, vendor, service providers, consultants,
professionals, auctioneers or valuers.
 Third parties in connection with the restructuring of any facility granted to you, sale of debts or assets or
acquisitions by us.
 Companies within BMMB or its related group of companies.
 Third parties carefully selected to provide you with information about products and services that may be
of interest to you.
We will not share your personal data with third parties to send you marketing information, unless you have
given us your consent. Third party marketing information may include new product launches, promotions,
rebates, discounts, contests or reward programs.

6.

Where does BMMB store and process your personal data?
The disclosure of your data may involve transfer of your personal data to places outside of Malaysia.
However, we generally store and process your personal data in Malaysia. If there is a need for us to
process your personal data outside Malaysia, we will protect your personal data using standards similar to
that used in Malaysia and by providing us your personal data, you agreed to such transfer where it is
required to provide the service you have requested and to performed any contractual obligations you have
with BMMB including for storage purposes.

7.

How long does BMMB keep your personal data?
We will keep your personal data for as long as necessary to fulfil the purposes and reasonably require for
which it was agreed for processes or to comply with regulatory requirements:
 To provide you with our products and services or for the performance of an agreement with you.
 To provide you with information about our products and services or that of our third party business
partners.
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 To respond to any complaints, disputes, investigations or any legal proceedings, whether actual or
reasonably anticipated to arise.
 To comply with any requirements of law or any directions issued by the Government or any statutory
authority.
After that, we will destroy or permanently delete your data.
8.

What are your rights and choices?
You may request for details of all personal data we hold about you, correct or update your personal data by
submitting a duly completed Service Request Forms to or by contacting our Customer Service Department.
The Service Request Form can be obtained by contacting our Customer Service Department or from any of
our branches.
We may request for certain information to verify your identity and charge a reasonable administrative fee
(only for Personal Data Access Request) to process your application (which fee may be revised from time to
time).
We will endeavour to comply with your personal data access request or personal data correction request
within twenty-one (21) days from the date we receive your request complete with all necessary particulars
and the prescribed processing fee above (only for personal data access request) or such other prescribed
time period under the PDPA.
Please note that the right to access or correct your personal data is not absolute but subject to the PDPA.
When there is a change to your personal data, it is your obligation to inform us of such change. You may
limit or withdraw your consent for us to process your personal data by sending a notice in writing to our
Customer Service Department.

9.

Enquiries
You may contact our Customer Service Department at the contact details below for any enquiries or
complaints regarding your personal data or to exercise any options provided to you under this Notice:
Head, Customer Service Department, Bank Muamalat Malaysia Berhad
Address

:

19th Floor, Menara Bumiputra, Jalan Melaka, 50100 Kuala Lumpur.

Telephone

:

1-300-88-8787 (Local), +603-26005500 (International)

E-mail

:

feedback@muamalat.com.my

This Notice may be revised from time to time. If there is any revision to this Notice, it will be posted on our
website, at our branches or communicated to you by other suitable means. We provide the Notice in both
language, English and Bahasa Malaysia. In case of any inconsistency between these two, English version
shall prevail. If you have provided BMMB with your third party personal data, please ensure that you
obtained the third party’s consent in relation to the processing and disclosure of their personal data and that
this Notice is highlighted of any such third party.

This Notice was last updated on 30 April 2018
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