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Changing Token Name & PIN and View

Certificate Expiration

b

Important

Corporate User is
required to adhere
to system
requirement, prior
proceed with Token
Setup

Getting Started: System Requirement

What do you need?
e Personal Computer
»  PC with Pentium Il 200 MHz or higher
» USB Port
»  Min 32mb RAM
e Internet Connectivity — High Speed connectivity is highly recommended

e  Operating System:

@ > Windows 7, 8,9 & 10

Qs .
~A- MacOSis currently not recommended

e Browser:

ey

> Internet Explorer 7 and above version (updated version recommended)

X B M X

QL2 . R .
~B- Google Chrome, Microsoft Edge, Opera and Mozilla Firefox are_highly not

recommended
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e Updated Java Flash Application (visit java.com)

((> Java

—/

e 2FA USB Token (only for Authorizer) and ST3 application

2= =

This section will guide Corporate User on using and managing 2FA USB Token purposely to authorize
payment through iBiz Muamalat system. To ensure 2FA USB Token run through iBiz Muamalat
smoothly, User is advised to adhere steps and instructions which comprising Token Installation, Java

Installation & Verification and Disable Pop-Up Blocker, Internet Zone Setting & Managing Exception Site
List as per guide 2.1, 2.2 & 2.3.

Before start, please ensure administrator of the PC has set sufficient permission to users in

\‘] j» . . . . . .
~@~ orderto enable performing proper installation. Your client software will be automatically
installed to your PC.

21 Token Installation
2.1.1 Insert 2FA USB Token into USB port.
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2.1.2  Click <Run loader.exe> to proceed with installation.

CD Drive (F;) ST3
3

[] Abways do this for software and games:

Install or run pregram from your media

Run loader.exe
Published by Securemetric Technology Sdn ...

General options

Open folder to view files
l using Windows Explorer

View more AutcPlay options in Control Panel

2.1.3 Installation wizard appear .Click <Install> button.

¥ Secure Token 5T3 Setup

TOKKEN =732

_Installation

Welcome to the Secure Token ST3

Setup

Setup will quide you through the installation of Secure Token
ST3.

computer,

Click Install to start the installation,

It is recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant syskem files without having to reboot your
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2.1.4

Installation in progress.
"W Secure Token 5T3 Setup |Z||:

Installing
-

Extract: st3csp_1033.Ing

Please wait while Secure Token ST3 is being installed. /

(RNRNARRAANANARNRAANE

< Back [ext > Cancel

2.1.5 Click <Finish> button once installation finished

2.1.6  Token successfully installed. ST3 Token icon appear at system tray taskbar.

W Secure Token 5T3 Setup

Completing the Secure Token ST3
Setup

Secure Token ST3 has been installed on your computer.

Click Finish to clase Setup.

TOKEN =732

_Installation

< Back.

Cancel

—ru

B°RTEMY \® ) asepm

lﬁ l:':] i

Verification’

ST3 token has been inserted.

28/1/2014

A For next step, User is required to proceed with section 2.2 - Java Installation and
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2.2 Java Installation & Verification

2.2.1 Open browser ‘Internet Explorer’ é, go to Java website at https://java.com, and click <Free
Java Download> button.

I \1 .

Free Java Download

2.2.2  Click <Agree and Start Free Download> button.

Agree and Start Free
Download

2.2.3 A message box prompts. Click <Run> button.

Open File - Security Warning

S

Do you want to run this file?

Name: chromeinstall-8ud5.exe
Publisher: Oracle America, Inc.
Type: Application

From: C:iDocuments and Setti inistratoriMy Docu. ..

Cancel

[¥] &lways ask before opening this file

1’ While files from the Intemet can be useful, this file type can
& potentially harm your computer. Only run software from publishers
you trust. What's the risk?

@
Z muamalat
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2.2.4  ‘User Account Control’ message box prompts (to some PC). Click <Yes> button.

Do you want to allow the following program to make
changes to this computer?

((’ Program name:  Java(TM) SE Runtime Environment 6.0

Update 27
Verified publisher: Sun Microsystems, Inc.
File origin: Hard drive on this computer

i:sz,l Show details )m

Change when these nofifications appear

2.2.5 At ‘Java Setup — Welcome’ box, click <Install> button to proceed. Java then will perform
‘Downloading Java Installer’.

Java Setup - Welcome

&
= Java

GRACLE

Welcome to Java

Java provides safe and secure access to the world of amazing Java content.
From business solutions to helpful utilities and entertainment, Java makes
your internet experience come to life.

Note: No personal information is gathered as part of our install process.
Click here for more information on whatwe do collect

Click Install to accept the license agreement and install Java now.
_ ——

[J Change destination folder [ cancel { [ _install> |

b g

ja—
Downloading Java Installer @

Downloading Installer Estimated time left: 25 sec

Java is found evenywhere - on mobile phones, desktop computers, Blu-ray
Disc players, settop boxes, and ewven in your car.

By installing Java, you will be able to experience the power of Java, brought
to you by Oracle.

Visitus atjava.corm
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2.2.6  Javasetup in progress*

Java Setup - Progress

(
= Java

CRACLE

Status:  Installing Java

( )|

3 Billion Devices Run Java

|:&*NOTE: During this progress, Java will detect older version and usually will ask User to uninstall /

remove older version. User is required to uninstall Java older version, and re-do Java installation as
stipulated at section 2.2.

2.2.7 Javainstallation complete and click <Close> button

Java Setup - Complete

4
= Java

GRACLE

&/ You have successfully installed Java

Youwill be prompted when Java updates are available. Always install

The security level has been setto a minimum value of High.
More information

When you click close, your browser will be opened so you can verify that
Java is working.

= (G )
p ———
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1  System Requirement To complete Java installation, go to www.java.com/verify and click <Verify Java Version> button.

2 Token Setup

2.1 Token Installation

2.2 Java Installation & Verification

2.3 Managing Exception Site List, Disable

Pop-up Blocker & Internet Zone Setting

3. Changing Token Name & PIN and View

Certificate Expiration

2.2.8 For certain browser, User require to ‘Unblock Java’ verification process. If this happen, click
<Update Plug-in> button.

H- Java(TM) was blocked because it is out of date. ﬁ.lpdate plug-in... “ [Run this time

2.2.9 “Verifying Installation” in progress.

3

ava

Bel0 e 0wy Verifying Installation
:W Detecting Java on your computer

A h will ask for Chck Runto allow
continue

y0u want o download
Jaea for anciher computer
o Operaiing System. click
the ink below.

Sz Downloads

you may prompts to
continue.

(3 browser, v Seftings) or the
i

@ rovreceny Ja i Drowser (close all bowser
a browser. Javascript

must 3150 be enabled

P — ~ac e
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Important

To complete the
Java installation,
don’t forget to
perform Java
verification thru
java.com/verify
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2.2.10 If ‘Do you want to run this application?’ message box prompts, untick ‘Do not show this again for

apps from the publisher and location above’ box and click <Run> button and Java will resume
installation.

“w Do you want to run this application?
——

p Name: Java Detection
-.:__(— > Publisher: Orade America, Inc.
Location:  https://java.com

This will run with access which may put your computer and
personal infc at risk. Run this only if you trust the location and
publisher above.

po not show this again for apps from the publisher and location above

:-EE e s

Verified Java Version

a Congratulations!

Solec Lanqunce | abost iava | Supgert | Deveizoer ORACLE

User is required to proceed with final steps through section ‘2.3 Disable Pop-Up Blocker, Internet
Zone Setting & Managing Exception Site List’.
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2.3 Managing Exception Site List, Disable Pop-up Blocker &
Internet Zone Setting

Managing Exception Site List
2.3.1 Once Java application successfully installed, User to set up for final configurations. For

managing exception site list, at Window screen, click <Start> and <Control Panel> icon.

Administrator

CO_ E-mail
|23 mirozort office Cutlook

g Internet Explorer

My Documents
% 5 My Recent Documents »

_© My pictures

@ Show Desktop S e
@& coogte chrome 48 My Computer

@ J My Network Places

‘.——J Presentation
—
xl Microsoft OFfice Excel 2003

—
@ Media Player Classic
@ ~ereres

a ¥LC media player

,’ Download Accelerator Plus

é Cryptophane

All Programs D

X
2.3.2 At ‘Control Panel’ menu box, click <Java =’> icon.*

File Edit View Favorites Tools Help
Qe - QT Pseach [ roers | [F]- €D

Address @ Control Panel VB
a

E’ Control Panel Gn §

@
D

Accessiblity AddHardware  Addor  Administrative  Akamai
ptions Remov. Tools NetSessio...

® 4 2 % @

Automatic Bluetooth  Dateand Time  Display Flash Player
Updates Local COM

v #2 = B &

Folder Options  Fonts Game Intel(R)GMA  Internet
ontrollers  Driver for ... ptions

B Switch to Category View

See Also

{ Windows Update:
@) Help and Support

S oy
! -3
@ D @
Mail Mouse. Network B
Connections

= 49 @

Power Options  Printers and ~ Realtek HD  Regional and
Faxes Sound Eff... Language ...

2 9 e 9 v

Phone and
Modem ...
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. €
| =% To some User not able to find Java <= icon, at ‘View by’ dropdown list, select category as
<Small icons>, and Java ,ﬁ, icon will appeared / populated.

=
G .
WView by:  Small icons ¥
.
Category -
Large icons.
- s e o = smallicons
Ll e
- - _ -~ ..

2.3.3 At ‘Java Control Panel’ menu box,
1) Go to <Security> tab.
2) Under ‘Security level for applications not on the Exception Site list’, tick <High>
button.
3) Under ‘Exception Site List’, click <Edit Site List> button and ‘Exception Site List” box
prompts.

Java Control Panel

v

val

Security level for applications not on the Exception Site list

(O very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

3

Java applications identified by a certificate from a trusted authority are allowed to run, even
/ if the revocation status of the certificate cannot be verified.
Exception Site List
listed below will be allowed to run after the appropriate

__Edit Site List. ..

[ Restore Security Prompts ][ Manage Certificates... ]
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Important Note
Kindly contact our
Customer Care or

email to
ibiz@muamalat.com.
my for token
assistance!

234

2.3.5

At ‘Exception Site List’ box, click <Add> button.

Exception Site List @

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts,

[cick Add to add an item to this list.

| add
"l FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available,

Under ‘Location’ form box, user to key in ‘https://ibiz.muamalat.com.my’.Click <OK> to

X
close Java = Control Panel folder.

Exception Site List @

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

| Location

ttps: ffibiz. muamalat. com.my

Add Remove
“ly FILE and HTTP protacols are considered a security risk.
We recommend using HTTPS sites where available.
[ o | [[concel |
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Bucivess of goe g 1.

Disable Pop-up Blocker (applies to Internet Explorer, Windows 10, Windows 8.1 & Windows 7)

4, Changing Token Name & PIN and View

Certificate Expiration

2.3.6.  Open Internet Explorer, select the <Tools> :"’button, and select <Internet Options.>
2.3.7.  On ‘Privacy’ tab under ‘Pop-up Blocker’, select or clear the <Turn on Pop-up Blocker >

check box, and select <OK>.
Internet Options ==

[ General | security | Privacy | content [ Connections | Programs | Advanced |

Settings
Select a setting for the Internet zone,
Medium
- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that save informaton that can
= be used to contact you without your explidit consent

-Restricts first-party cookies that save information that
can be used to contact you without your implicit consent

[ stes ][ mmpot | [ Advenced || oefeut
Location
[ Mever allow websites to request your Clear Sites

Pop-up Blocker

[] Turn on Pop-up Elm:ky Settings
N

Disable toolbars and extensions when InPrivate Browsing starts

ok | [ cancel | [ acply

Internet Zone Setting

2.3.8 Under <Internet Options — Security> tab, at Security level for this zone’ section, set security
setting to <Low> and click <OK>.

Internet Options [ |

[ General | Security [privacy | Content | Connections | Programs | Advanced|

Select a zone to view or change securlty settings.

@« v O

Internet  Local intranet  Trusted sites  Restricted sites

Trusted sites ‘
/ This zone contains websites that you ‘—]5 s

trust not to damage your computer or
your files.

Securtty level for this zone

Allowed levels for this zone: All

Low
- Minimal safeguards and warning prompts are
provided
- Most content is downloaded and run without prompts
| - All active content can run
- Appropriate for sites that you absolutely trust

[ |Enable Protected Mode (requires restarting Internet Explarer)

[ custor level... || pefautievel |

Reset all zones to default level

oK [ cancel |[ oy |

Token is now ready for payment authorisation. Kindly refer to ‘iBiz Muamalat User Guide:
Payment Authorisation’ for details.
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T _"lf’iration
2 Token Setup
_ :“di Before get started, please ensure ST3 2FA USB Token and PIN Mailer are in presence, ST3 Token
2.1 Token Installation

application has installed (refer section 2.1) and plugged into User’s PC USB port.

3.1 Click Start > Programs > Secure Token ST3 > Token Manager,

Or, double click H icon from system tray taskbar.

—ru

3.2 ST3 Token application main menu screen appear,

TOIKEN =73
Token Manager

i
Import E ot
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1 System Requirement 3.3 Click <Certificates> to log in and screen will appear as below. Key-in your PIN number which
5 Token Setu can be found from your pin mailer received in order to change token name, set new PIN and
p . e N
view your certificates expiration.
2.1 Token Installation R £
TOKEN ST3
2.2 Java Installation & Verification - Tokan Manager
[z Conf |gurat::uken e Token Login
2.3 Managing Exception Site List, Disable D T User P [roe]
Pop-up Blocker & Internet Zone Setting Soreken nforron ]
3 About
3. Changing Token Name & PIN and View
Certificate Expiration
Secure Token Manager - 5T3 x|
TOKEN ST3
Token Manager
Diagriostic
Slot{Token Information
(7Y Optiens
1O About
Copytight 2009, SecureMettic Technology Sdn.Bhd. All rights reserved.
SecureToken ST3 is & registered trademark of SecureMatric Technology Sdn, Bhd,
KEYWORD FUNCTION
Change Token Name Change to User preferable Token Name
Change User PIN Change to User preferable PIN number
Certificate View user Certificates, Public Key and Private Key stored inside
Secure Token ST3
Diagnostic Diagnose the Token Manager system operation
Slot/Token Information Show general information of Secure Token ST3
Options Set up Secure Token ST3 to be automatically visited to certain
web site
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3.5 Click <Change Token Number> and the below page will be displayed. Key-in your new ST3 Token
Name and click <OK> to save your new token name.

Secure Token Manager - ST3

nfiguration
Change Token Name

Change User PIN
q Certificates
Diagnostic

Slot{Token Infarmation
Options

) About

TOKEN S7T3
Token Manager

Configurarion - Change Token Name

Current 5T3 Token Mame:
SecureToken 5T3
Mew ST3 Token Mame:

[se54]
o

3.6 A screen will prompt as below to inform that you have successfully changed your preferred

ST3 Token Name.

ST3 - Information

l Changed 5T3 Token Name Successfully!
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Change Token PIN

3.7 Click <Change User PIN> and the below page will be displayed. Key-in your current PIN Number and
your new PIN Number. Click <OK> to save your new PIN Number.

Secure Token Manager - ST3 5[

TOKEN S7T3
Token Manager

Configuration
Change Token Name Configurarion - Change Token Name

o d#n Change User PIN
Certificates Current 5T3 Token Mame:

47 Diagnostic SecuieToken 5T3
&Y Slat/Token Information Mew 5T3 Token Mame:

B oA
o
3.8 A screen will prompt as below to inform that you have successfully changed your preferred

ST3 Token Name.

5T3 - Information

1 IUser PIM has been saved!




For enquiry, assistance and feedback:

PES Digdicert

PosDigicert Customer Care (for token matter only)
03 8800 8008

customercare@posdigicert.com.my

9.00am — 5.00pm, Monday to Friday.

Call us:

Customer Care Line
1-300-88-8787 (from Local)
+603-2600 5500 (from Overseas)
Operating 24 hours daily

Email us:
iBiz Muamalat Support Team
ibiz@muamalat.com.my

03-26005622 / 03-26005625
03-20505620 / 03-26005623
8.45am — 5.45pm, Monday to Friday
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